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Abstract
Internet of Things (IoT) has grown rapidly in the last decade and continue to develop in terms of
dimension and complexity offering wide range of devices to support diverse set of applications. With
ubiquitous Internet, connected sensors and actuators, networking and communication technology, and
artificial intelligence (AI), smart cyber-physical systems (CPS) provide services rendering assistance
to humans in their daily lives. However, the recent outbreak of COVID-19 (also known as coronavirus)
pandemic has exposed and highlighted the limitations of current technological deployments to curtail
this disease. IoT and smart connected technologies together with data-driven applications can play
a crucial role not only in prevention, continuous monitoring, and mitigation of the disease, but
also enable prompt enforcement of guidelines, rules and government orders to contain such future
outbreaks. In this paper, we envision an IoT-enabled ecosystem for intelligent monitoring, pro-
active prevention and control, and mitigation of COVID-19. We propose different architectures,
applications and technology systems for various smart infrastructures including E-health, smart
home, smart supply chain management, smart locality, and smart city, to develop future connected
communities to manage and mitigate similar outbreaks. Furthermore, we present research challenges
together with future directions to enable and develop these smart communities and infrastructures
to fight and prepare against such outbreaks.
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1 Introduction and Motivation
COVID-19 is an infectious disease caused by a newly discovered coronavirus (SARS-CoV-2) and is
rapidly spreading around the world. According to World Health Organization (WHO1), COVID-19 has
already affected 215 countries and territories around the world and continue to spread rapidly across
other regions. The highly contagious coronavirus outbreak was declared a “pandemic” on March 11,
2020. WHO2 reports that the number of positive cases has dramatically surged, with nearly 3 Millions
reported cases and 272,000 fatalities as of April 30, 2020. The fatalities are assuredly the most tragic
cost of this disease. In order to control the spread the pandemic, lockdowns, quarantines and stay home
orders have been issued by several nations across the globe, which have crippled national and world
economy with critical consequences to workers, employers and investors. In addition, the industries,
businesses and travel restrictions restrain the supply of goods and services, and the economic disruptions
will continue to have a long term impact on global supply chains and economy. In the United States,
unemployment rates3 spiked to 14.7% – its highest level since the Great Depression, in addition to fear
of stronger second wave of the disease looming during winter.
Currently, with no cure or vaccine for this disease, the first line of defense to fight against this pan-
demic is preventative measures and mitigation strategies. As suggested by the WHO, the U.S Centers for
Disease Control and Prevention (CDC4) and several other federal organizations suggest personal protec-
tive measure (PPE), social distancing, environmental surface cleaning, self isolation, travel restrictions,
local and national lockdowns, quarantine, limits on large gatherings, restrictions on opening businesses,
and school closures, as some of the preventive measures that are needed to limit the spread of the disease.
However, these guidelines impose restrictions which hinder the way of normal life for humans. It has
become a huge challenge to swiftly implement and enforce such measures on a large scale across cities,
nations, and around the world. We believe that to effectively enforce and monitor the preventive controls
and mitigation strategies for COVID-19, IoT together with its key enabling technologies including cloud
computing and artificial intelligence (AI) and data-driven applications can play an important role.
There are several existing examples of use of technology to control the spread of COVID-19 and
manage the large gatherings of already infected patients and possibly infected cases. The U.S. CDC
has introduced a self-checker5 application enabled with cloud platform, which helps a patient to make
decision to find appropriate healthcare service through questionnaires. However, most people do not have
any symptoms who are also known as the silent spreaders/asymptomatic carriers. Therefore, conducting
1https://www.who.int/emergencies/diseases/novel-coronavirus-2019
2https://coronavirus.jhu.edu/map.html
3https://www.usnews.com/news/economy/articles/2020-05-08/second-wave-of-coronavirus-joblessness-prompts-
comparisons-to-great-depression
4https://www.cdc.gov/coronavirus/2019-ncov/index.html
5https://www.cdc.gov/coronavirus/2019-ncov/symptoms-testing/testing.html
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large scale testing for everyone should be mandatory to slow the spread. South Korea6 tested 395,194
people from January 3, 2020 to March 30, 2020 and identified 9,661 positive cases. Taiwan7 leveraged
database from national health insurance and integrated it with its immigration and customs database to
begin the creation of big data for analytics, and generated real-time alerts during a clinical visit based on
travel history and clinical symptoms to aid case identification. Similarly, Chinese government8 installed
CCTV cameras at home or apartment door of those under a quarantine period to monitor the patient
activity. Drones are used to notify people to wear their masks, and digital barcodes on mobile apps
highlight the health status of individuals. Researchers at the University of Michigan together with the
team at Voxel519 have presented the Physical Distancing Index (PDI) to help track how COVID-19 news
or events impact human activity around the globe in real time. The free AI-powered interactive tool
enables users to explore a day-by-day timeline of social activity in some of the world’s most populated
areas to track social distancing behaviors. Currently, Voxel51 gathers and analyzes historical and real
time video streams from public street cameras in Ann Arbor, Detroit, Times Square; Abbey Road
in London; Fremont Street in downtown Las Vegas; Seaside Heights in New Jersey; a beach in Ft.
Lauderdale; and intersections in Dublin and Prague.
In the United States, 13% positive cases belong to New York10, which has became the battlefront.
The fatality rate of this city is 11% as of May 10, and 0.5% of fatalities have been in nursing homes.
Nursing homes are the most vulnerable spot in terms of health risks. Technology can assist in enforcing
the prevention measures and mitigation strategies in nursing homes to flatten the curve of fatality rate.
Some states Iowa, Minnesota, Tennessee, and Texas have partially reopened, and the models11 have
predicted that the number of cases and fatalities will increase as the country moves towards reopening
businesses and cities. These evidences show that communities are not prepared to reopen, operate, and
handle such pandemics. There are several requirements to assist in tracking and monitoring COVID-
19 patients, such as enforcing proper sanitizing, social distancing, mass quarantine for mild-symptoms
people, and testing at large scale for early detection. According to Harvard Global Health Institute12,
31 states in United States have insufficient testing levels, and 10 states would need at least 10,000 more
tests a day to begin a gradual reopening. For example, New York, the state with the largest number of
cases, would need to increase testing by more than 10,000 per day. Due to lack of enough testing kits,
an antibody test online is offered for those people who recently got sick and think that they might have
6https://www.weforum.org/agenda/2020/03/south-korea-covid-19-containment-testing/
7https://jamanetwork.com/journals/jama/article-abstract/2762689
8https://www.cnbc.com/2020/03/27/coronavirus-surveillance-used-by-governments-to-fight-pandemic-privacy-
concerns.html
9https://pdi.voxel51.com/
10https://www1.nyc.gov/site/doh/covid/covid-19-data.page
11https://www.nytimes.com/2020/05/04/us/coronavirus-live-updates.html
12https://globalepidemics.org/2020/04/27/states-that-fall-short-on-testing/
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Figure 1: Smart Connected Ecosystem
COVID-19.
Over the last few years, there has been a huge surge in the number of IoT devices and different types
of smart sensors have been introduced. With new technological advancements, this trend is expected
to continue and grow in the future. IoT market13 is currently valued at $267 billion per year and is
expected to reach $520 billion by 2021. Another recent article14 predicted more than 100 billion devices
will be Internet-connected by 2025. In today’s connected world, not having network capability in a
device limits the market potential for that device. As a result, there are large number and various types
of network connected IoT devices providing convenience and ease of life to humans. Smart devices have
the potential to be a major breakthrough in efforts to control and fight against the current pandemic
situation. IoT is an emerging field of research, however, the ubiquitous availability of smart technologies,
as well as increased risks of infectious disease spread through the globalization and interconnection of
the world necessitates its use for predicting, preventing, and mitigating diseases like COVID-19.
IoT includes large number of novel consumer devices including HDMI sticks, IP cameras, smart-
watches, connected light bulbs, smart thermostats, health and fitness trackers, smart locks, connected
sprinkler systems, garage connectivity kits, window and door sensors, smart light switch, home security
systems, smart ovens, smart baby monitors, and blood pressure monitors. However, mostly these IoT
devices are used in a distributed manner based on user and their requirements. IoT technology including
smart sensors, actuators, and devices and data driven applications can enable smart connected com-
13https://www.forbes.com/sites/louiscolumbus/2018/08/16/iot-market-predicted-to-double-by-2021-reaching-
520b/#82674f91f948
14https://www.cisco.com/c/dam/en/us/products/collateral/se/internet-of-things/at-a-glance-c45-731471.pdf
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munities to strengthen the health and economical postures of the nations to fight against the current
COVID-19 situation and other future pandemics efficiently.
In this paper, our main goal is to present a holistic vision of IoT-enabled smart communities utilizing
various IoT devices, applications, and relevant technologies (e.g., AI, Machine Learning (ML), etc.). Here,
we propose a vision of smart connected ecosystem, as shown in Figure 1, with real-world scenarios in
various applications domains with a focus on detecting, preventing and mitigating COVID-19 outbreak.
The major contributions of this paper are outlined below.
• We outline some of COVID-19 symptoms, preventive measures, mitigation strategies, and current
problems, challenges and present an overview of adaptable multi-layered IoT architecture and
depict interactions between layers focusing on smart communities for COVID-19 requirements.
• We design a smart connected ecosystem by developing multiple conceptual IoT application frame-
works including E-Health, Smart Home, Smart Supply Chain Management, Smart Locality, and
Smart City. We introduce use-cases and applications scenarios for early COVID-19 detection,
prevention, and mitigation.
• We identify and highlight challenges to implement this smart ecosystem including security and pri-
vacy, performance efficiency, interoperability and IoT federation, implementation challenges, policy
and guidelines, machine learning and big data analytic. Finally, we discuss the interdisciplinary
research directions to enable and empower future smart connected communities.
The remainder of this paper is organized as follows. Section 2 discusses the essential characteristics
to diagnose, prevent and mitigate COVID-19 disease. Section 3 presents the multi-layered architecture
for IoT, whereas Section 4 discusses smart connected ecosystem scenarios in various IoT application
domains. Section 5 highlights open research challenges and future directions. Finally, Section 6 draws
conclusion to this research paper.
2 Essential Characteristics to diagnose, prevent and mitigate
COVID-19
Coronavirus is transmitted mainly by the infected person’s saliva and nasal drips which spread during
coughing and sneezing and infects anybody in close contact. Another source of infection is contaminated
surfaces in surrounding and high risk areas, such as door handles, railings, elevators, and public restrooms.
COVID-19 is a highly contagious virus with the incubation period stretched from 2 days to 2 weeks after
exposure. Symptoms of COVID-19 range from mild symptoms including fever, coughing and shortness of
5
Table 1: COVID-19 Symptoms20, Prevention21, Mitigation and Challenges. (Items within the same row
are unrelated)
Early Signs and Symp-
toms
Preventive Measures Mitigation Strategies Problems and Challenges
Common symptoms include
fever, dry cough and myalgia
or fatigue.
Clean hands often for at
least 20 seconds with soap
and water or use of alcohol-
based hand sanitizer.
If sick stay in a single room
for 14 days, avoid sharing
personal household items.
Coping with anxiety disor-
der, depression issues, and
mental health problems.
Shortness of breath or can-
not breathe deeply enough to
fill your lungs with air, chills.
Avoid face-to-face meetings,
practice social distance from
other people outside of the
home.
Monitor symptoms regularly,
wear a cloth covering or N-95
mask over nose and mouth.
Knowledge gaps to under-
stand virus transmission, no
specific antiviral treatment,
and no vaccine available.
Loss of the sense of smell is
most likely to occur by the
third day of infection and
some patients also have ex-
perience a loss of the sense
of taste.
Cover mouth and nose with
a cloth or wear mask when
around others, wear gloves
and discard them properly.
Manufacturers use of all
cleaning and disinfection
products, follow the work-
place protocol22 and provide
PPE to their employee.
Lack of testing and essen-
tial resources such as ven-
tilators, masks, beds, and
health staffs, cancel elective
surgery.
Diarrhea and nausea a few
days prior to fever, CDC
says a sudden confusion or
an inability to wake up and
be alert may be a serious
sign.
Cover cough or sneeze with a
tissue, then throw the tissue
in the trash.
Hospital task force such as
increase the number of test-
ing, available the PPE for
their staff members, and in-
crease the incentive care.
Privacy issues: contact
tracing, health data/medical
records, virtual meeting,
remote workforce.
A small number of patients
can have headache or hemop-
tysis and even relatively
asymptomatic.
Maintain proper hygiene,
clean and disinfect fre-
quently touched surfaces,
and wash grocery items
properly.
City/state government
task force such as limited
to 25% capacity at re-
tail/restaurants, close the
playground, and restrict
or limit visitor access to
nursing homes.
Reopening the country
phases in highly contagious
environment without data
analytic, unified decision-
making frameworks and
some policies that span the
country.
Pneumonia, kidney failure
and dyspnea more frequent
in most severe cases.
Follow travel restrictions
(domestic flights only for
essential services, No sail
order)
Individuals limit community
movement and adapt to dis-
ruptions in routine activi-
ties (school and/or work clo-
sures) according to guidance
from local officials.
Due to novelty of the virus,
projection of the model is
unpredictable to identify
number of positive cases
and fatalities, and evolving
symptoms such as COVID
toes and rashes.
Normal or low white blood
cell count or reduced
lumphocyte in early onset.
Update periodically to follow
WHO, and country guide-
lines.
Use existing technologies to
mitigate the risk of virus.
No strict and defined guide-
lines from agencies due to
ever changing dynamics of
the virus.
breath to severe symptoms including organ failure, such as kidney failure, and pneumonia. Researchers
are still studying the virus to fully understand the characteristics and new symptoms of this disease.
Recently, the U.S. CDC15 added six new possible symptoms including chills, muscle pain, headache,
sore throat and new loss of taste or smell. New York City16 reported 73 cases of children with rare
coronavirus inflammatory illness on May 7, 2020.
At this time, any specific treatment is not recommended for disease caused by the novel coronavirus,
and no vaccine is currently available in the market. The treatment is subjective and depends on a case-
by-case basis, where oxygen therapy shows positive affects as the treatment intervention for patients
with severe infection. Mechanical ventilation may be necessary in cases of respiratory failure refractory
to oxygen therapy. The U.S. CDC17 and other resources explained early signs and symptoms, some
preventive measures, and mitigation strategies.
On March 19, 2020, the WHO23 released the first edition of interim guidance on infection prevention
15https://www.cdc.gov/coronavirus/2019-ncov/symptoms-testing/symptoms.html
16https://www.nbcnewyork.com/news/local/73-ny-children-sick-with-rare-covid-related-illness-state-finds-with-one-
death/2408285/
17https://www.cdc.gov/coronavirus/2019-nCoV/index.html
23https://www.who.int/publications-detail/infection-prevention-and-control-during-health-care-when-novel-coronavirus-
(ncov)-infection-is-suspected-20200125
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and control (IPC) strategies for identifying the coronavirus infection. On March 28, 2020, the U.S.
Food and Drug Administration (FDA24) provided emergency use authorization for hydroxychloroquine
medicine to treat the people who are suffering from this virus in hospitals. Later, on April 24, 2020
FDA25 warned against use of hydroxychloroquine to treat this disease outside of the hospital setting
or a clinical trial due to risk of heart rhythm problems. People can protect themselves by following
some protective measures and help to slow the spread using mitigation strategies. Table 1 provides a
comprehensive overview of the symptoms, preventive measures, mitigation strategies and some challenges
fighting COVID-19 disease.
One of the easiest preventive measure is to wash your hands frequently and thoroughly with soap and
water for at least 20 seconds or use hand sanitizer or an alcohol-based hand rub when soap and water
are not available. People should keep social distancing (six feet distance) from others especially from
people who are coughing or sneezing. It is suggested to wear mask and gloves in outdoor locations, and
to avoid touching the face and surfaces such as the button at a traffic light, a keypad to add a tip for
the restaurant take-out order, elevator buttons, etc. Many surfaces are touched by hands accidentally
and virus can be potentially picked up and then transmitted to other surfaces and locations. Once the
hands are contaminated, the virus can be transferred through eyes, nose or mouth, thus, it enters human
body. Respiratory hygiene is another protective measure. There is a need to avoid cough or sneeze
into the hands, and to cover mouth and nose with a tissue or bent elbow during cough or sneeze and
throw away the tissue immediately. Groceries and packets can be contaminated from coronavirus, and
it is recommended to wash grocery items carefully and wipe packets using disinfectant spray. Local
public health administrations regularly issue health guidelines, which people should follow. The WHO,
governments, and healthcare workers are all urging people to stay home if they can. On top of basic
illness prevention, experts said that the best (and only real) defense against disease is a strong immune
system. In addition to the physical health, taking care of mental health is also necessary. High stress
levels can take a toll on human’s immune system, which is the opposite of what people want in this
situation.
In addition, mitigation strategies are a set of actions applied by the people and communities (hospitals,
grocery stores, and cities) to help slow the spread of respiratory virus infections. These mechanisms
can be scaled up or down depending on the evolving local situation. At individual level, if a person
is infected with coronavirus, then he/she should self-isolate and follow the guidelines of quarantine
provided by hospital. The hospitals must support healthcare workforce, increase testing and intensive
care capacity, and availability of personal protective equipment. City governments can appoint task
24https://www.fda.gov/media/136537/download
25https://www.fda.gov/drugs/drug-safety-and-availability/fda-cautions-against-use-hydroxychloroquine-or-chloroquine-
COVID-19-outside-hospital-setting-or
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force, open shelters for homeless people, and maintain availability of resources to implement preventive
and mitigation strategies for this disease. While each community is unique, appropriate mitigation
strategies vary based on the level of community transmission, characteristics of the community and their
populations, and the local capacity to implement strategies. Nonetheless, it is crucial to understand the
characteristics of this novel virus and spread awareness and up-to-date information across communities
through appropriate technology. Consequently, it is essential to address the challenges with significant
research and implementation of strategies as shown in the Table.
3 Multi-Layered Architecture
In this section, we explain an integrated multi-layer IoT architecture which can fundamentally change
the infrastructure and underlying technologies for smart communities including hospitals, grocery re-
tail stores, transportation, and city etc. as shown in Figure 2. Our proposed architecture extends and
adapts existing IoT and CPS architectures [1–6], and focuses on the need of swift enforcement of poli-
cies, laws and public guidelines, in order to curtail the widespread of such disease. The architecture
integrates a hybrid cloud and edge computing nodes together with IoT and smart sensor devices, to
enable real-time and data-driven services and applications needed in COVID-19 pandemics. Overall, the
architecture consists of six layers: Object layer, Edge layer, Virtual Object layer, Cloud layer, Network
Communication, and Application layer. The object layer is a rich set of IoT devices including sensors,
actuators, embedded devices, road side infrastructures, vehicles, etc. These physical objects are spread
across and implemented in smart communities like hospitals, retail-stores, homes, parking lots. The edge
layer provides local real-time computation and analysis needed for smart resource constrained physical
objects. This layer incorporates edge gateways and cloudlets [7] which can enable local computation at
this layer overcoming limited bandwidth and latency requirements, and also impacts the usability of the
IoT applications.
This multi layer architecture has integrated the concept of virtual objects (VOs) [8], which are the
digital delineation of physical IoT devices. VOs show the current state of corresponding physical objects
in the digital space when they are connected, and can also store a future state for these devices when they
are offline. Cloud layer provides various services like remote storage, computation, big data analysis,
and data-driven AI applications etc. for huge amount of information generated by billions of IoT devices
connected to the cloud. We defined a computation layer which comprises of edge layer, virtual object
layer, and cloud layer. Computation, data analytic and processing services are performed in this layer.
Network communication layer run among different layers to establish the interaction. It is responsible
for connecting physical sensors, smart devices, edge compute nodes or cloudlets, and cloud services with
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Figure 2: Adaptable Multi-Layered Smart Communities Architecture.
different technologies, and is also used for transmitting and processing sensor data. Application layer
delivers specific services to end users through different IoT applications. In the multi-layered smart
communities architecture, this application integrates mobile phones, edge computing, cloud computing,
AI based analytic, and data-driven services.
This architecture can incorporate the IoT application frameworks within different domains as dis-
cussed in the Section 4, and different use case scenarios can be mapped and implemented using relevant
technologies associated with each layer of the architecture.
4 Smart Connected Ecosystem Scenarios
In this section, we discuss various IoT use case scenarios to monitor, diagnose, detect, and mitigate
COVID-19 infection. With many unanswered questions in this COVID-19 pandemic, one of the critical
aspects is continuous monitoring is to track pre and post-infection characteristics of COVID-19 and its
affect on human population. Thus, we propose various case studies deploying novel smart devices and
data driven applications to present a holistic view of IoT-enabled smart architectures for fighting COVID-
19 outbreaks. We have divided our scenarios into five broader categories: E-Health, Smart Home, Smart
Supply Chain, Smart Locality and Smart City, as described in the following subsections.
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Figure 3: Conceptual Overview of Connected Smart E-health Ecosystem.
4.1 E-Health
It is expected that the global Internet of Medical Things (IoMT) market26 will grow to a 136.8 billions in
year 2022. As of 2020, there are 3.7 million medical devices in use that are connected and monitor body
parameters of the users to inform data-driven applications in making real-time healthcare decisions.
Improving the efficiency and quality of healthcare services in hospitals have been an important and
critical challenge during the COVID-19 pandemic time.
In E-health use cases, we will discuss three important scenarios which can help reduce the risk and
spread of coronavirus infection. E-health set up comprises of a smart hospital, a remote patient monitor-
ing, and a smart testing booth as shown in Figure 3. These use-cases involve connected smart sensors,
connected devices, robots, patients, hospital practitioners, workers etc. together with IoT applications,
edge devices and cloud services to offer data-driven services. Other scenarios including smart pharmacy,
smart ambulance and smart parking in hospital’s parking area, are also briefly discussed. Such scenarios
can be extended with the current proposed architectures described in Section 3.
4.1.1 Smart Hospital
Various components of smart hospital concept has been studied in the literature [9–13]. However, it is still
a challenge to track COVID-19 patient’s record and keep track of essential resources in hospital during
26https://www.forbes.com/sites/bernardmarr/2018/01/25/why-the-internet-of-medical-things-iomt-will-start-to-
transform-healthcare-in-2018/#57b39d4f4a3c
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such pandemic crisis. The hospitals are overflowing with patients, and running out of hospital beds,
PPE and other essential resources needed for treatment and prevention. To overcome these problems,
we propose a smart hospital use case here, whihc extends the existing infrastructure to enable coordinated
actions for coronavirus patients. Within a smart hospital, RFID sensors can be used to track inventory
items like masks, face shields, gauzes, disposable patient examination papers, boxes of gloves, and plastic
bottles and vials. These RFID tags also could be an ideal way to keep track of large equipment as well,
such as smart beds, ventilators within a smart hospital. Towel, sheets, and blankets must be washed
and disinfected regularly, and such items also can be tracked through RFID laundry tags. In Wuhan,
Wuchang field hospital27 provided wearable smart bracelets and rings embedded with multiple sensors
to each patient in the hospital, where these IoT devices are synced with the cloud AI platform so that
patient’s vital signs, body temperature, heart rate and blood oxygen levels, can be monitored regularly
by hospital practitioners. In addition, all hospital workers and staff members also wear these smart
bracelets and rings to notice any early symptoms of coronavirus infection.
IoT devices generate tremendous amount of data and this data can be collected using edge servers
deployed in the hospital facilities. These data sets can be used for training with Federated Deep Learning
[14] technique to enhance the intelligence of data-assisted applications which can be used to predict
coronavirus infections for hospital practitioners, staff members and also provide insights on coronavirus
characteristics and infection trends for the future. Hospital practitioners can check the patient’s data
through remote applications which will also help in reducing the number of visits to the patient’s room
to measure her/his vital parameters. In this way, hospital practitioners can not only collect more data
in less time with minimal in-person contact but can also reduce the risk for cross-infection from the
patients. This technique can significantly help reduce the workload and increase the efficiency of hospital
practitioners. Moreover, smart hospitals can utilize smart beds, which sense the presence of a COVID-19
patient and automatically adjust the bed to a good angle if the patient is short of breathe to provide
proper support without the need for a nurse to intervene. A Singapore based medical device company28
invented a smart ventilator, which allows inpatient monitoring process through remote access via an
online portal. These ventilators measure the amount of oxygen automatically, or monitor the rate of
delivery to the patient, as high pressure to force in more oxygen can damages the lungs of the patient
also. These smart ventilators can communicate through patient’s smart bracelets with embedded sensors
and can respond according to patient’s body parameters.
Besides, there are other IoT devices, such as disinfected robots which can autonomously disinfect a
patient room regularly and after the patient is discharged, or a specific hospital area post contamination
27https://www.cnbc.com/2020/03/18/how-china-is-using-robots-and-telemedicine-to-combat-the-coronavirus.html
28https://www.biospectrumasia.com/opinion/27/15822/worlds-first-iot-enabled-tele-ventilator-to-regulate-COVID-19-
patient-management.html
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as needed. A study29 discussed how UV Disinfection (UVD) robots are used to disinfect patient rooms
and operating theaters in hospitals and trials are underway in Florida. Autonomous robots can also
help in healthcare systems as virtual clinic, smart guard and food service. Similarly, smart cameras for
continuous monitoring (patients, inventory, hospital resources, peak hours, etc.), and smart alarm and
notification systems can be installed at various points in the hospital, for example, when a new patient
arrives in hospital as new case or transfer from another hospital or areas. In addition, the patients should
be able to remotely request assistance from hospital room/bed when they feel uncomfortable or need
assistance. As such having these IoT sensors and devices connected through edge computing and Cloud
platforms enabling an intelligent connected medical facility communication network of things as part of
smart hospital are essential in such pandemic situations.
4.1.2 Remote Patient Monitoring
Some COVID-19 patients have high-risk enough to warrant quarantine but not serious enough to war-
rant smart hospital care. The U.S. Centers for Disease Control and Prevention (CDC) warned that
mild-symptom patients who are tested positive from COVID-19 should follow self-quarantine protocol.
Hospital practitioners can monitor and track such patients remotely. All the vital data for the patient
including body temperature, BP level, pulse rate, coughing frequency, ECG, etc. can be collected using
wearable IoT sensors and the data collected is stored securely in a central cloud. Patient, family members
and hospital practitioners can monitor and track the data and analyze through IoT applications in their
smart phones but should be granted different levels of access control due to security and privacy concerns.
In addition, machine learning (ML) and deep learning approaches can be applied to this data to detect
current and predicted critical conditions of a patient, and inform the hospital emergency staff members
or autonomous smart ambulance regarding whether to bring the patient to the hospital. Patient can also
receive in-build corrective recommendations regarding medicines and extra precautions at home. Family
members can use IoT applications to monitor and communicate with the patient.
Apart from the common wearable sensors, other smart devices including inhalers, insulin pen (only
for diabetes patient), infrared body temperature, or connected indigestible sensors can be used in a
E-Health scenario. The frequency of smart inhaler use by a patient can be monitored remotely through
the cloud. If frequency exceeds a threshold, alert can be send to hospital practitioners. Similarly, family
members of the patient can also be monitored by hospital practitioners to detect early symptoms of
COVID-19. Local public health administration staff can only view the location of patient to monitor
and enforce social distancing during self-quarantine. If patient violates the protocol of self-quarantine,
29https://spectrum.ieee.org/automaton/robotics/medical-robots/autonomous-robots-are-helping-kill-coronavirus-in-
hospitals
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smart applications can send alerts to local public health administration and hospital staff. Furthermore,
if the person goes out during his quarantine time and breaks any guidelines, the wearable device can
initiate a notifications that sound repeatedly and loudly to inform the others in the vicinity. Local workers
can access the records of patient’s history of movements to help them quickly identify the cross-infected
areas and possibly infected coronavirus patients in a swift and timely manner.
4.1.3 Smart Testing Booth
Boston hospital30 developed an innovative coronavirus testing booth to keep healthcare workers safe
while swabbing possibly infected patients and conserve PPEs. A smart testing booth can involve multiple
sensors like infrared large scale body temperature sensor, no contact oxygen level sensors with red, green,
and blue (RGB) camera, RFID scanners and AI based smart cameras. Single person at a time can enter
one side of the glass-walled testing booth and identified through RFID tag based wearable device or face
recognition camera. In-built sensors in the booth can record person’s body temperature and oxygen level
and store the data on cloud storage. An individual can receive the result of COVID-19 test through a
phone application and also set an alert on his wearable device for test results.
Some other IoT applications and services in the context of E-Health are discussed here. Smart
ambulance can provide virtual on-board assistants to help patients and find optimal paths, using ML
services to the Hospital, in case of emergency. Smart parking at hospital can tremendously reduce
the parking search and wait time for the patients. IoT sensors and data can provide a smart parking
management system. This system can identify COVID-19 patients and can assign special spots to park
their car. Another application scenario is in pharmacies, where a pharmacist would receive a notification
if a patient is in the car. The pharmacist communicates with patient through an application and provides
prescribed medicine to them. Before attending the other person, the pharmacist must take some time
to sanitize the smart pickup box. In the above scenarios, data and information collected from smart
devices are sent to edge gateways, services, or cloud. Due to high security and privacy concerns in health
domain, it is important to understand that these edge gateways and cloud-IoT platforms will be owned
only by authorized entities, such as hospitals or other highly trusted entities through some private cloud.
We elaborate these challenges in detail in Section 5.
4.2 Smart Home
Various aspects of smart home for health have been investigated in the literature [15–29]. It is nearly
impossible to keep everything in the real-world virus-free. However, individuals must exercise due pre-
30https://whdh.com/news/boston-hospital-creates-coronavirus-testing-booth-designed-to-keep-healthcare-workers-safe-
conserve-protective-equipment/
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Figure 4: Conceptual Overview of Connected Smart Home Environment.
caution to keep our homes clean and disinfected. The first step to reduce number of COVID-19 cases
around us is by sanitizing our homes. Currently, smart light and temperature control with their compat-
ible sensors have become ubiquitous in smart home environments enabled by Wireless Sensor Networks
(WSN) [30]. According to global tech market advisory firm31, voice control device based orders and ship-
ments will grow globally by close to 30% over 2019. Using voice control allow people to avoid commonly
touched surfaces around the home including smartphones, TV remotes, light switches, thermostats, door
handles, and others. In this subsection, we elaborate three different scenarios within the context of smart
home which can offer a more connected ecosystem to mitigate contagious disease spread, as shown in
Figure 4.
4.2.1 Patient Home Isolation
In situations where a family member has been diagnosed with COVID-19, it is expected the individual
is quarantined to prevent the spread to other members. In such a scenario, it is expected that the
patient should easily be monitored by hospital practitioners, family members and local state authorities
with different level of authorization requirements. Family members of a patient can track patient’s
body parameters through smart sensors, communicate with the patient through voice control assistant
or monitor the coughing frequency using a cough detection application32. Patient and family members
31https://www.techrepublic.com/article/COVID-19-pandemic-impact-pushing-smart-home-voice-control-devices-to-
predicted-30-growth/
32https://neurosciencenews.com/ai-cough-coronavirus-16145/
14
can control the environment (e.g., room temperature, lighting, humidity level for ease in breathing) in
isolation and quarantine zone based on patients conditions, and at the same time members can also send
reminders for medicines intake to the patient. For a home isolation situation, all family members are
required to follow the guidance for implementing home care of the patient. In addition, these guidelines
are updated frequently and people can receive alert through voice assistants when new guidelines are
available.
4.2.2 Smart Sanitize
The novel coronavirus has people boarded up inside their homes due to lockdowns and stay home orders.
However, people can still go outside for essential services. It is critical to take precautions during outside
time and must be aware of possibly infected items and exposure to the virus that they may accidentally
bring home. It is paramount to keep our smart homes disinfected and sanitized using different IoT
assisted technologies, sensors and devices. Some of the devices useful in home during this situation
include smart disinfect robots, smart UV-floor mats, UV-clean phone sanitize devices, smart UV light
boxes, voice-control smart dustbins, voice-control hand sanitize pumps, voice control door knobs and
cabinet handles, smart cameras, smart door-bells, etc. These devices constantly gather and share data
with IoT applications and services and communicate with the users and other devices.
Individuals can use smart UV-floor mat at the main door of their house. This smart UV-floor mat
will kill the viruses which may come on the floor through the shoes. Smart door bell can identify the face
of a visitor using facial recognition. Voice control lock can also recognize the voice and identify the face
through smart camera, and unlock the door for home owner and other residents. UV-clean phone sanitize
box can be used to disinfect the phones and smart UV light box can be used for other stuff like car keys
and wallets. In our daily life, we touch doorknobs, sinks, cabinet handles, refrigerator doors, remote
controls, and etc. In smart homes, people can use voice control devices including hand sanitize pumps,
smart water tabs and avoid touching. Smart vehicles can be sanitized through vent steam sanitizing. In
homes, each pet can wear sensor to track the location of pet in case the pet visit outside accidentally. In
rural areas, these devices in a home can communicate through smart hubs that enable local connectivity
and communication.
In addition, during the pandemic, schools, universities, and other academic institutions are closed
indefinitely. These learning institutions should evolve novel approaches to use IoT devices to assist
student learning at home. In such scenarios, it is important to envision how smart devices can create a
classroom like environment at home for daily learning and understanding teaching methodologies. Video
conferencing together with IoT can offer innovative classroom teaching experience to students without
compromising the outcomes of the course during the coronavirus pandemic
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Figure 5: Smart and Connected Supply Chain Management Scenario.
4.3 Smart Supply Chain Management
During the pandemic, there is a requirement to improvise supply chain management to adapt automatic
business processes and also improve the inventory with delivery of essential items. In this subsection, we
will discuss two scenarios: smart inventory, and smart retail stores, which illustrate how IoT devices and
technologies can enable efficient supply-chain and help in slowing the COVID-19 spread using various
prevention and detection mechanisms. The complete scenario of smart supply chain management is
shown in Figure 5.
4.3.1 Smart Inventory
Various aspects of smart inventory systems have been investigated in the literature [31–37]. Most of
them involve IoT devices where staff use handheld readers to scan the bar code of goods, and then write
the storage information to the RFID tags to complete the inventory.
Smart inventory systems show how IoT technology can be leveraged globally to plan and respond
under the current pandemic situation. Inventories are facing an unprecedented challenge in coping
with the fallout from COVID-19. However, a smart inventory system can provide a safe and secure
environment to the workers using IoT technologies. Within the inventories, drones can be used to track all
the employees to check their temperature using thermal sensors, and also measure their social distancing
practices. Inventory manager can also provide smart wearable devices connected to the centralized cloud
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to each employee to monitor and track them. If an employee or his/her family member is infected with
coronavirus, inventory manager can get notification through data-driven IoT applications. In addition,
disinfectant spray can be attached to the shelves and can start to spray when associated sensor senses
the sound of sneezing.
California had the earliest stay-at-home order issued on March 1933. In California, there has been
an early rise in truck activity since the week of March 1. Autonomous delivery robots can also help
in smart inventory and help to reduce cross infection. However, truck activity in California has fallen
8.3% from early February. IoT sensors like thermal sensors, GPS, motion sensors can be attached with
delivery trucks to maintain the temperature for perishable items and to track the location. This data
can be stored on inventory cloud, and can help predict demand and supply for next month.
An IoT-based drone that monitors inventory in real time and sends alerts in case there are no available
units left. Smart inventory will use RFID tags, RFID sensors, and RFID antenna to track the items,
where RFID tags are attached with all items in inventory. Currently, people are facing the issue of
shortages of PPE to disinfecting items. Supply chain managers implement the new ways of managing
the supply chain, including using Internet of Things (IoT) data, analytic and machine learning (ML).
These tools will become the foundation on which supply chain managers gain insight into their markets
and erratic supply and demand trends. The RFID antenna scans the number of units on the sales floor
and alerts a store manager in case it’s low. IoT allows store managers to automate product orders, is
capable of notifying when a certain product needs to be re-ordered, gathers data regarding the popularity
of a certain item, and prevents employee theft. The retail industry is seeing a rapid transformation, with
The IoT solutions taking the center stage in the sector.
4.3.2 Smart Grocery Store
Smart grocery store have been widely investigated in the literature [35, 38–42]. IoT along with AI and
ML technologies can help slow the spread of infection by enforcing prevention and detection mechanisms
through connected sensor devices in a smart grocery store. Due to the stay home order, people are
panicking and stocking up grocery items. They need to stand in queues for hours outside the store to
buy groceries. By employing IoT sensors around the store and wearable IoT devices, a store manager can
get a better understanding to slow the spread in the store. Chinese tech firm Kuang-Chi Technologies34
has developed a smart helmet that is used to identify and target those people who are at high-risk for
virus transmission in the retail store. The customer will wear a RFID tag based smart bracelet at the
store. At the entrance each customer’s smart bracelet will be scanned by a scanner, which will show
33https://talkbusiness.net/2020/04/groups-share-data-quantifying-COVID-19-impacts-on-trucking-industry/
34https://www.yicaiglobal.com/news/chinese-tech-firm-debuts-five-meter-fever-finding-smart-helmet
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his/her body parameters. If the records shows any symptoms of COVID-19, an alert can be sent to the
store manager and individual can be restricted to enter in the store. Similarly, there can be thermal
cameras35 and microphone sensors installed at the store which can detect the people who are coughing in
store during shopping and take pictures. These areas will be disinfected and identified individuals may
be reported for testing based on their other symptoms and will be categorized as risky customers. This
information can be maintained in store for short-period of time to assist in identifying these individuals
during their future visits to the store.
From a customer’s perspective, the user can enable alerts on his smartphone regarding his grocery
list, can see the map of the store and crowded aisles and plan accordingly to maintain social distance
while shopping. The customer can visit desired aisles and get items from the smart shelves, which will
allow to pick some limited number of items as per family size, and then put items in the smart cart.
Smart shelves will have three common elements - an RFID tag, an RFID reader, and an antenna. Data
collected by smart shelves during the day will be analyzed and shopper buying trends, patterns, shopper
traffic, etc. will be shared with a store manager to provide customer-related insights to efficiently manage
the store inventory and restocking goods.
Most retail stores now allow only ten people at 30 minutes shopping interval slot to avoid large
gatherings inside the store. Social distancing can be measured and enforced by autonomous retail worker
(robot) together with smart cameras, and smart microphone sensors and speakers to alert the customers,
using AI technologies. If two customers come in same aisle and violate the physical distancing norm,
an autonomous retail worker will go there to warn them or a loudspeaker attached with smart camera
will announce to keep maintain social distancing. Autonomous retail worker can roam around the store
and can take note of misplaced items, or products running out of stock (smart shelves also keep track
of items and can send alert for restocking as needed). AT&T36 with Xenex and Brain Corporation has
already launched IoT robots to help grocery stores in keeping them clean, killing germs and maintaining
well stocked shelves more efficiently. The UVD Robot also uses ultraviolet light to zap infection viruses
and sanitize surfaces.
In smart pickup, sensors and other AI based techniques are used to determine whether order is
ready to pickup and a person is here to pickup his order. For instance, a parking space or driveway at
the store might allow COVID-19 patient or elderly people firstly to avoid waiting time. Smart pickup
can automatically allow most vulnerable and infected people first and enforce these rules to inform
the vehicles. A restaurant takeout service can follow the same protocol for smart pickup. Intelligent
Transportation System (ITS) [43] can support to deliver resources to essential services and delivery
35https://spectrum.ieee.org/news-from-around-ieee/the-institute/ieee-member-news/thermal-cameras-are-being-
outfitted-to-detect-fever-and-conduct-contact-tracing-for-covid19
36https://www.fiercewireless.com/iot/at-t-4g-lte-connects-iot-robots-to-kill-germs-keep-shelves-stocked
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robot can enhance contact-less delivery, which reduce the spread of the virus. Gupta et al [44] have also
elaborated how ITS and smart city infrastructures can be used to enable and enforce social distancing
community measures in COVID-19 outbreak.
4.4 Smart Locality
Smart localities have been widely investigated in the literature [45–51]. Such localities are a collection
of various interdependent human and physical systems, where IoT represents the sensing and actuating
infrastructure to estimate the state of human and physical systems and assist in adapting/changing these
systems. Here, we discuss two scenarios, which can help humans avoid coronavirus infections and adapt
to the ‘new normal’ in COVID-19 situation living in the smart locality. These two scenarios including
other relevant scenarios are shown in Figure 6.
4.4.1 Smart Neighborhood
Every individual who lives in a smart neighborhood will receive notifications regarding allotted time for
outside activities, such as riding a bike, a walk on the trail, etc. in order to maintain the social distancing
while being outside in the locality common areas. In a smart locality, motion sensors and cameras will
sense and count the number of people and send the data to the locality cloud-1 as shown in Figure 6.
Cloud Smart Analytics37 service can analyze the locality data and send notification to people regarding
37https://cloud.google.com/solutions/smart-analytics/
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number of positives cases and categorize risk zones with different colors (e.g., red - high risk, yellow -
medium risk, and green - low risk) in smart neighborhood. When a person will go for a walk in a smart
neighborhood, he/she will receive an alert if any infected person/pet are around and also alert them to
avoid high risk (red) zones in smart neighborhood. There will be disinfected sprinkler installed that can
spray on the possibly infected areas, such as pedestrian path, common areas, etc. when sensor will sense
the presence of infected person in the area through notifications from the locality cloud-1.
4.4.2 Smart Child Care and Nursing Home
The U.S. CDC38 have issued the guidelines in order to safely open child care in the locality. Smart
child care can utilize monitoring and tracking sensors, devices for children and can provide access to
their parents. The sensors can be attached to kid’s clothes to measure their sleep patterns, breathing
patterns, body temperature, and body position and can store the data on edge devices of smart child
care. AI assisted camera can be installed in child care room to measure social distancing among children
and teachers. However, it is a challenging undertaking to maintain physical distancing in child care. In
such scenario, sensor based partitions of each room will allow a gap among the kids and will allow only
one or two kids in each partitioned area to maintain the distance among them. In a smart child care, it
should be mandatory to wear mask and gloves for all teachers and staff as well as for kids throughout
the day. They can receive a notification to change their mask and gloves through IoT application using
mask sensor and glove sensor, when their masks and gloves are infected from virus and germs or after
certain time period. The smart child care director and administrators can monitor body temperature,
frequency of coughing, oxygen level of teachers, staff members, and kids through the application and get
insights from ML techniques.
Coronavirus-linked fatalities at nursing homes and other long-term care facilities in the U.S. have
surpassed 10,000 in New York, according to news report39. Japan’s artificial intelligence expertise40 is
transforming the elder care industry, with niche robotic caregiving accomplishing more than just taking
pressure off the critical shortage of caregivers. In a smart nursing home, if a person gets infected with
the disease, then he/she should be treated in a quarantined area, such as isolated room. IoT devices
and sensors can be utilized to help in disinfecting common areas, other people and staff members, as
we have discussed in previous scenarios. Figure 6 shows that the body parameters of the elderly people
can be taken through attached body bracelet and sent to edge devices and gateways. IoT devices and
applications connected through locality cloud-2 can share information of COVID-19 patients to smart
hospitals. The nursing home staff can monitor the patient’s body parameters regularly, and will also
38https://www.cdc.gov/coronavirus/2019-ncov/community/schools-childcare/guidance-for-childcare.html
39https://nypost.com/2020/04/23/coronavirus-deaths-at-us-nursing-homes-reach-over-10000/
40https://thediplomat.com/2018/06/japans-robot-revolution-in-senior-care/
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track other elderly people in the smart nursing home.
In a smart gym, multiple sensors, devices, autonomous devices can be connected through gateway,
and gym manager/coach can access the information of each member at different access levels and can
communicates to other locality through locality cloud-3. A gym member will receive a notification
regarding to come to the gym, it must required to maintain the 25% occupancy at the gym and time
interval to sanitize all gym equipment and surface. To enable multi-cloud secure data and information
sharing and communications between locality clouds, there is need to be decentralized trust framework
in place using advanced technologies like blockchain and trusted distributed computing.
4.5 Smart City
Smart and connected city infrastructures have been investigated in the literature [46, 52–63]. Daegu41
has setup a novel system using large amount of data gathered from various sensors and devices, such as
surveillance camera footage and credit card transactions of confirmed coronavirus patients to recreate
their movements. The Newcastle University Urban Observatory42 developed a way of tracking of pedes-
trian, car parks, traffic movement to understand how social distancing is being followed in Tyne and
Wear. However, other major cities need to prepare themselves for coronavirus future outbreak waves.
Voxel5143 is tracking the impact of the coronavirus global pandemic on social behavior, using a metric we
developed called the Voxel51 Physical Distancing Index (PDI). Using the cutting-edge computer vision
models and live video streams from some of the most visited streets in the world, the PDI captures
the average amount of human activity and social distancing behaviors in major cities over time. Smart
city can host a rich array of technological products that can assist in early detection of coronavirus
outbreaks through IoT sensors, and mitigate infection through social distancing. Millions of sensors and
data sharing through the cloud-IoT architectures can be utilized to enforce and enable social distancing
measures around the smart city. Here, we discuss two scenarios in the smart city as shown in Figure 7.
4.5.1 Smart Tracking
Countries have used cell phone data to track citizens’ movements during the pandemic44. In addition,
road side units, smart traffic lights and other city deployed connected drones, law enforcement etc. can
help to track and restrict movement of individuals in a smart city, without evading citizens’ privacy. A
smart city can be characterized by smart infrastructure that is optimized for performance while reducing
coronavirus outbreaks and saving lives of the citizens. The whole idea of a futuristic city when it comes
41https://www.smartcitiesworld.net/news/news/south-korea-to-step-up-online-coronavirus-tracking-5109
42https://COVID.view.urbanobservatory.ac.uk/#intro
43https://pdi.voxel51.com/
44https://www.businessinsider.com/countries-tracking-citizens-phones-coronavirus-2020-3
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to deployment of architecture having smart infrastructure which follows the protocols defined by federal
and state agencies. In Spain, Nice city45 have been using drone by police to enforce the lockdown and
drone announced messages like ”Please respect the safety distances.” attached with loudspeakers. These
unmanned aerial vehicles (UAVs) also sprayed disinfectant at Zhengwan village, amid an outbreak of the
new coronavirus, in Handan, Hebei province, China. Savannah city46 announced plans to use drones to
enforce social distancing among residents. In smart city, drones can be used to measure six feet distance
using AI technologies, and will warn people if the rules are violated. Drones can identify and report
those people who do not follow the protocols, such as not wearing a mask. Thermal sensors can also be
attached to the drone to check the body temperature of people.
As shown in the Figure 7, COVID-19 test result of a patient can be stored on city cloud-1 and shared
with local healthcare staff, police and other smart devices including drones, traffic lights and road side
sensors based on a need basis. This will enable patients to be easily identified using face recognition
while they are in visiting different locations in a city. QR code can also help the citizens to visit city by
showing the geographic data on hot spots and risk zones where people are more likely to get infection.
45https://www.businessinsider.com/coronavirus-drones-france-COVID-19-epidemic-pandemic-outbreak-virus-
containment-2020-3
46https://thehill.com/changing-america/resilience/smart-cities/492532-savannah-ga-to-enforce-social-distancing-with-
drones
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4.5.2 Smart Testing Vehicle
Smart and connected vehicles have been extensively investigated in the literature [64–71]. In order
to keep patients and healthcare providers safe, drive-thru coronavirus testing sites have been popping
up in the city. An autonomous testing vehicle can be used for COVID-19 testing in urban and rural
areas. The smart testing vehicle can include infrared body temperature, oxygen level sensors, smart test
kit, camera, microphone, and local edge services. It can help reduce exposure of old-age people with
preexisting conditions. In these vehicles, a person can enter from one side of the glass-walled area in
the car. In-build sensors can record person’s body temperature and oxygen level and can store on City
cloud-3. It can also provide a test kit to individuals who can test themselves and return it through the
car window. In rural areas, autonomous testing vehicles are largely applicable and can help in testing
people, as well as inform and make people aware of the COVID-19 pandemic, symptoms and preventive
measures.
To flatten the curve of confirmed cases, smart city can provide mass quarantine for coronavirus
patients, who have mild symptoms but with higher risk of cross-infection to others. A smart hall or
large stadium or facilities can be setup for quarantine with installed sensors, smart devices, robots, and
connected to city cloud-2 (as shown in Figure 7). Disinfectant robot is an autonomous robot that can
sterilize floors in these large areas as discussed in other scenarios. The large-scale disinfectant robot
can also be used to clean the roads of the city. Autonomous and self driving vehicles can be used for
delivering the post, which will also help reducing the human contact and cutting down the number of
COVID-19 cases. Smart city will also provide immunity-based RFID tags to those people, who recover
from the disease and allow the tag holders to return to work with extra-precautions. In the future, once
COVID-19 vaccines are available, the individual with vaccination can get similar immunity-based RFID
tags to prove their immunity.
5 Open Challenges and Future Directions
The development of the proposed smart connected ecosystem requires to address several challenges
and needs inter-disciplinary research from an integrated perspective involving different domains and
stakeholders. In this section, we will discuss these challenges in detail with examples from each of the
proposed scenarios, as illustrated in Figure 8.
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5.1 Security and Privacy
One of the major challenges in the deployment of the smart infrastructure is the security and privacy
concerns pertaining to IoT and CPS users, smart devices, data, and applications in different application
domains like healthcare, smart home, supply chain management, transportation, and smart city. In
health care industry, it is still a challenge to secure connected medical devices and ensure user privacy.
In E-health scenario, for instance, a user visits smart testing booth for COVID-19 testing, and
his/her data is transmitted and stored on smart hospital private cloud. Hospitals then share this data
with state healthcare staff or city government for tracking and monitoring the user activities. To secure
the identity of user and ensure privacy, differential privacy [72] and data masking techniques [73], such
as pseudonymize [74] and anonymize [75], can be used. However, there are limitations intrinsic to these
solutions. In pseudonymize technique, data can be traced back into its original state with high risk
of compromising user privacy, whereas it becomes impossible to return data into its original state in
anonymize. It is critical to ensure user privacy while deploying IoT and data-driven applications for
their wide-adoption in preventing, monitoring, and mitigating COVID-19.
Secure authentication mechanisms including access control and communication control models are
necessary for cloud-enabled IoT platforms to defend against unauthorized access and securing data, both
at rest and in motion. Several IoT access control models have been developed in the literature [76], with
cloud-assisted IoT access control models for AWS [77], Google [24], and Azure [78]. Traditional access
control models are not adequate in addressing dynamic and evolving access control requirements in IoT.
Attribute-based access control (ABAC) [79,80], offers a flexible and dynamic access control model, which
fits more into distributed IoT environments, such as smart home [81], connected vehicles [71, 82], and
wearable IoT devices [6, 83].
In addition to access control, communications in terms of data flow between various components in
cloud-enabled IoT platform need to be secured from unauthorized data access and modifications. Thus,
attribute-based communication control (ABCC) [84] has been introduced. Moreover, for multi-cloud
interaction and collaboration across several connected communities, there needs distributed computing
enabled by dynamic trust frameworks. Further research on Blockchain technology [85] to enable a trusted
framework among different cloud based platforms is necessary. Advanced access control techniques with
a hybrid approach (including benefits of several access control models) need to be designed to give access
to users at different levels. For example, in a smart connected community, users will have different levels
of access on smart devices, data, and applications.
With recent surge in contact tracing applications, user data privacy concerns are surfacing and
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will continue to arise in the future. Recent article47 have suggested the need to ensure privacy and
develop privacy aware contact tracing solutions to balance public health and personal privacy of the
users. A pertaining risk to these and other AI assisted system and applications is adversarial machine
learning [86] using which adversaries compromise user data and privacy. In order to protect the data
sets, differential privacy [72] can be applied to add noise. Cloud based medical data storage and the
upfront challenges have been extensively addressed in the literature [87,88]. Study [89] conducted semi-
structured interviews with fifteen people living in smart homes to learn about how they use their smart
homes, and to understand their security and privacy concerns, expectations, and actions.
In future research, there are requirements to conduct interviews of practitioners to understand the
security and privacy concerns while developing the smart hospital, and need to apply similar approach in-
volving community residents, infrastructure manufacturers and stakeholders to develop other components
of the smart connected ecosystem. Privacy preserving deep learning approaches such as collaborative
deep learning or federated deep learning also need to be explored to train and deploy local models at the
edge devices.
5.2 Performance Efficiency
Within a connected ecosystem, users are constantly interacting with numerous smart devices and appli-
cations. One of main challenges in such an environment with billions of smart devices is performance
47https://spectrum.ieee.org/telecom/security/tracking-covid19-with-the-iot-may-put-your-privacy-at-risk
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efficiency and quality of service (QoS). High latency, response time, packet loss, and low bandwidth are
various parameters in a network that affect the usability and feasibility of IoT systems. These devices
generate large volumes of data which results in surge in data traffic that causes network congestion and
latency.
Due to high latency, it is not recommend to perform any computation on centralized cloud for critical
healthcare services in an emergency situation. End-users and front line responders prefer computation on
edge devices and cloudlets to lower the wait and offer real time analytics. Research and advancements in
distributed edge computing technologies, and low latency networking and communication protocols are
essential to enable continued success of IoT-enabled smart environments. Data can be stored on multiple
edge devices to improve processing efficiency and response time as IoT devices become more widely
used and consume bandwidth. Typically high energy consumption required by mobile communications
is a serious hurdle to large scale IoT deployments of use case scenarios. In near future, we expect to
witness IoT applications expand in a world of 5G, with the proliferation of high speed networks with low
latency applications, such as remote patient monitoring, real-time vehicle-to-vehicle (V2V) and vehicle-
to-infrastructure (V2I) communication.
5.3 Interoperability and IoT Federation
Recently, there have been many smart devices introduced by various manufactures in the market. For
example, there are several smart home assistants (e.g., Google Home, Alexa) that users can choose
from, however, these devices use different communication protocols and are connected to vendor specific
clouds. Interoperability among IoT devices has been an issue since the beginning of smart ecosystem
deployments. The heterogeneity among billions of IoT devices adds to the challenge of developing smart
connected communities. While in computer systems, TCP/IP is a standard suite of protocols that enable
any system to communicate with other systems. In IoT, such developments are still lacking.
Another critical issue is how to reduce redundant smart devices. An effective solution to this problem
would be to develop federated IoT and cloud architectures that can communicate with any type of sensors
and devices. For instance, in different smart domains, a user received multiple wearable smart bracelets
in smart communities. It will be challenging to keep track all alerts through their corresponding IoT
applications. Therefore, there is a need to develop federated IoT architectures to enable federation across
multiple smart devices and applications which can allow access and data communication across multiple
IoT platforms. The research [90] suggested that IoT cloud provider allowed all devices belonging to the
same private/public owner to participate in the federation process. However, currently many devices do
not support other manufacturer’s application platforms. For instance, in a smart home, all sensors and
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devices are connected through home assistant, and AI assisted application sends notification to home
assistant. Due to interoperability or compatibility issue, home assistant could not receive the notifications
from all devices. For future research, IoT software engineers, manufacturers and stakeholders should
create synergies together to build smart devices and federated IoT architectures.
5.4 Policy and Guidelines
IoT is an emerging technology that is being adopted by several nations across the world. Countries48
have different guidelines and policies for IoT, privacy of users and their personal data [91–93] which are
still evolving. Australian Privacy Principles (APP) [94] designed their own guidelines, procedures and
standards to protect individual privacy associated with data collection through IoT. The U.S. Depart-
ment of Transportation (USDOT) has similarly issued smart city challenge49 and policy initiative in this
direction. The U.S. government has committed approximately $160 million50 over the next five years
to support smart city initiatives Smart connected communities with hospitals, homes, cities or trans-
portation demand new constitutions and policies for preserving user data privacy and misuse of data
and information. Such policies should maintain privacy of user and address another issues including ac-
curacy, property and accessibility, together with infrastructure design to facilitate swift implementation
of guidelines and public orders in COVID-19 like situations.
One reason for the lack of constitutions and policies may be because the IoT differs from other
network technologies and there is a lack of specific IoT standards. The research on constitution and
policy, including engagement on public policy development debates, and IoT standards is necessary to
successfully integrate privacy, accuracy, property and accessibility solutions in the smart communities.
To develop effective constitutional policies and standards, collaboration across governmental and non-
governmental organizations and industry partners as cloud providers, IoT manufacturers, would be
beneficial.
5.5 Implementation Challenges
Enabling a smart community requires thousands of low-power and low cost embedded devices together
with large scale data analytics and applications. There are several implementation challenges involved
in developing such large scale smart infrastructure. Fault tolerance and resilience are the challenges for
reliable delivery of sensor data from smart devices to distributed cloud service.
Various failures can occur including face recognition, community infrastructure management, and
48http://smartcities.gov.in/content/innerpage/guidelines.php
49https://www.transportation.gov/smartcity
50https://www.govtech.com/opinion/If-Only-One-US-City-Wins-the-Smart-City-Race-the-Whole-Nation-Loses.html
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emergency response in smart infrastructure. GEOgraphically Correlated Resilient Overlay Networks
(GeoCRON) [95] is developed to capture the localized nature of community IoT deployments in the
context of small failures. Research in [96] proposed a new fault-tolerant routing technique for hierarchical
sensor networks. Another challenge for constant running and managing these IoT devices is costs related
to energy , communication, computation, infrastructure, and operation. There is generally a trade-
off between benefit and cost for IoT applications [97], however in the scenario of COVID-19 pandemic,
expected benefits (saving lives, economic growth) should outweigh the operational and deployment costs.
Another challenge, for instance, various IoT devices communicate to each other or server to build a
prediction model. If the local model is not able to predict accurately due to data duplication or other
reasons, there will be no point to build such a model. This study [98] proposed a game theoretical analysis
to allocate more storage capacity in a cost-effective manner, which achieves to maximize the benefits.
For the future directions, game theoretical approach can be used to analyze the smart infrastructures
in terms of cost-benefit analysis. Furthermore, interdisciplinary research collaboration is inevitable to
implement a smart connected ecosystem. There are several areas of research and engineering aspects,
as machine-to-machine technology, artificial intelligence, deep and machine learning, predictive analysis,
security and privacy, and others need to be merged and collaborative research approach is necessary in
implementing, deploying, and managing a smart connected ecosystem.
5.6 ML and Big Data Analytic
IoT generate tremendous amount of data collected by physical devices, and this raw data is converted
into valuable knowledge using AI and machine learning technologies. The ”6V” (Value, Velocity, Volume,
Variety, Variability, and Veracity) Big Data challenges for IoT applications are discussed in [99,100]. The
volume of data from IoT devices overwhelms storage capacities. There is not only storage issue, but the
data needs to be organized properly so that it can be retrieved and processed in a timely manner. Data
duplication is a data storage issue when an organization has multiple copies of the same data source. For
example, a user has multiple wearable smart bracelets (smart hospital bracelet, smart grocery bracelet,
and RFID antibody tag bracelet), these wearable devices will collect similar kind of data from a user
which can create an issue of data duplication.
Machine Learning (ML) based applications require a large amount of valuable data for correct pre-
diction, however, complicated and insufficient data can be an issue to the accuracy of the learning and
predictive models. In addition, ML approaches need further research and development to deal with such
heterogeneous and constantly evolving sensory data inputs. For instance, a locality-based COVID-19
patient detection model based on early symptoms learns with the collaboration with smart nursing home
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data sets and smart child care data sets. The prediction model can be biased towards elderly people if
the number of patients in smart nursing home are more than smart child care. To overcome this problem,
both models can learn at their edge networks using collaborative deep learning [101]. Research on these
open challenges will help early development and deployment of future smart communities.
6 Conclusion
In this paper, we propose future smart connected community scenarios, which are blueprints to develop
smart and intelligent infrastructures against COVID-19 and stop similar pandemic situations in the
future. The autonomous operation with low human intervention in smart communities enable safe
environment and enforce preventive measures for controlling the spread of infection in communities.
Data-driven and AI assisted applications facilitate increased testing, monitoring and tracking of COVID-
19 patients, and help to enforce social distance measure, predict possible infections based on symptoms
and human activities, optimize the delivery of essential services and resources in a swift and efficient
manner. The paper discussed different use case scenarios to reflect smart applications and ecosystem.
The plethora of IoT devices enable huge data collection in different sectors including healthcare, home,
supply chain management, transportation, environment, and city, which raises user concerns. In addition,
the implementation of proposed smart connected scenarios face other challenges including legislation and
policy, deployment cost, interoperability etc. which have also been discussed in the paper. We believe
that our vision of smart communities will ignite interdisciplinary research and development of connected
ecosystem to prepare our world for future such outbreaks.
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